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1
CONTENT ITEM ENCRYPTION ON MOBILE
DEVICES

BACKGROUND

Mobile devices such as phones and tablets are becoming
the computing device of choice for users. Typically, these
mobile devices store a variety of content items such as music,
movies, and applications. Users are able to purchase and
download content items directly to their mobile devices from
online stores or marketplaces. As a result, mobile devices
increasingly need a larger and larger amount of storage to
accommodate the vast amounts of content items that are
available.

As a solution to the increasing storage needs of mobile
devices, some manufacturers of mobile device have included
removable storage capabilities into their mobile devices.
These removable storage capabilities include the ability to
read and write from secure digital cards. However, for cre-
ators of content items, allowing users to store their content
items on removable storage creates several drawbacks.

One such drawback is the ability to share the content items
with other users. Because secure digital cards are removable
from the mobile devices, and are readable by most personal
computers, a user may download a content item such as an
application, and may share the application with their friends
by copying the contents of the secure digital card on their
personal computer. In another example, a user may make
some trivial changes to the source code of the application, and
may attempt to sell or distribute the modified application as
their own creation. Such sales or distribution may violate the
intellectual property rights of the creators of the content
items.

Another drawback of removable storage is application iso-
lation. Typically, mobile devices execute applications in iso-
lation from one another, using functionality provided by the
file system used by the mobile device on the non-removable
or internal storage of the mobile device. Secure digital cards
often use file systems such as file allocation table (“FAT”") and
extended file allocation table (“exFAT™) file systems which
currently lack the isolation functionality of the file systems
used by the mobile devices. As a result, a malicious user may
use an application stored on the removable storage to interfere
with the operation of another application, or content item,
stored on the removable storage.

SUMMARY

Applications are stored on removable storage of a mobile
device in an encrypted form. In one implementation, each
application is encrypted using its own associated encryption
key that is generated based on an identifier of the application
and a master key that is associated with a trusted platform
module of the mobile device. In another implementation,
each application is encrypted using two associated encryption
keys. One key is used to encrypt binary data associated with
the application such as source code, and the other key is used
to encrypt application data such as graphics and configuration
files. The encryption keys are each generated using the iden-
tifier of the application, the master key, and identifiers of the
folders where the corresponding data types are stored on the
mobile device. The removable storage includes secure digital
cards formatted using the FAT or exFAT file systems.

In an implementation, a request to read data associated
with a content item is received by a mobile device. The data is
encrypted and stored in removable storage associated with the
mobile device. Itis determined, by the mobile device, that the
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request to read the data is authorized. In response to deter-
mining that request to read the data is authorized, a key
associated with the content item is determined by the mobile
device. The data associated with the content item is decrypted
by the mobile device using the key. The decrypted data is
provided by the mobile device.

In an implementation, a request to write data to a region of
removable storage is received by a mobile device. The region
of removable storage is associated with a content item. It is
determined, by the mobile device, that the request to write the
data is authorized. In response to determining that request to
write the data is authorized, a key associated with the content
item is determined by the mobile device. The data is
encrypted by the mobile device using the key. The encrypted
data is stored in the region of removable storage associated
with the content item by the mobile device.

In an implementation, a request to install an application in
a removable storage is received at a mobile device. In
response to the request, a first folder and a second folder
associated with the application are created in the removable
storage by the mobile device. A first key is generated using a
master key, an identifier of the application, and an identifier of
the first folder by the mobile device. A second key is gener-
ated using the master key, the identifier ofthe application, and
an identifier of the second folder. A first portion of data
associated with the application is encrypted using the first
key. A second portion of data associated with the application
is encrypted using the second key. The encrypted first portion
is stored in the first folder. The encrypted second portion is
stored in the second folder. Using different keys for each
folder may prevent an application from being able to read files
copied from one folder to the other by external computing
devices.

This summary is provided to introduce a selection of con-
cepts in a simplified form that are further described below in
the detailed description. This summary is not intended to
identify key features or essential features of the claimed sub-
ject matter, nor is it intended to be used to limit the scope of
the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing summary, as well as the following detailed
description of illustrative embodiments, is better understood
when read in conjunction with the appended drawings. For
the purpose of illustrating the embodiments, there is shown in
the drawings example constructions of the embodiments;
however, the embodiments are not limited to the specific
methods and instrumentalities disclosed. In the drawings:

FIG. 1 is an illustration of an example environment for
storing content items on mobile devices;

FIG. 2 is an illustration of an implementation of a mobile
device;

FIG. 3 is another illustration of an implementation of a
mobile device;

FIG. 4 is another illustration of an implementation of a
mobile device;

FIG. 5 is an illustration of an implementation of an exem-
plary method for fulfilling a request to perform a read opera-
tion;

FIG. 6 is an illustration of an implementation of an exem-
plary method for fulfilling a request to perform a write opera-
tion;

FIG. 7 is an illustration of an implementation of an exem-
plary method for installing an application on removable stor-
age; and
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FIG. 8 is an illustration of an exemplary computing envi-
ronment in which example embodiments and aspects may be
implemented.

DETAILED DESCRIPTION

FIG. 1 is an illustration of an example environment 100 for
storing content items on mobile devices. As illustrated, the
environment 100 includes a mobile device 115 and a content
item server 150 in communication with each other through a
network 120. The environment 100 may further include cloud
storage 160 for securely and reliably backing up and restoring
content from the mobile device 115. The network 120 may be
a variety of network types including the public switched
telephone network (PSTN), a cellular telephone network, and
a packet switched network (e.g., the Internet or a cloud net-
work). The mobile device 115 and the content item server 150
may be implemented using one or more general purpose
computing devices such as the computing device 800
described with respect to FIG. 8, for example. Moreover,
while one mobile device 115 and one content item server 150
are shown in FIG. 1, it is for illustrative purposes only; there
is no limit to the number of mobile devices and/or content
item servers that may be supported.

A user may use the mobile device 115 to select and down-
load one or more content items 155 from the content item
server 150. The content items 155 may include a variety of
media files including, but not limited to, video files, music
files, and image files. In addition, the content items 155 may
comprise applications. The content item server 150 may com-
prise an online marketplace or webpage through which users
may select content items 155 to download. The mobile device
115 may be a computing device such as a cellular phone,
tablet computer, or any other type of computing device.

As illustrated, the mobile device 115 may include both
removable storage 116 and non-removable storage 117. The
non-removable storage 117 may be storage that is internal to
the mobile device 115, and/or storage that cannot be easily
removed from the mobile device 115. For example, storage
may be considered non-removable if it cannot be removed
without damaging the mobile device 115, disassembling or
partially disassembling the mobile device 115, or without the
use of tools such as a screwdriver. Non-removable storage
117 is typically located completely within a housing of the
mobile device 115 and may be directly connected to a circuit
board or processor using a connection means that is not easily
disconnected by a user. Examples of non-removable storage
117 include flash memory. Other types of storage may be
used.

In contrast, removable storage 116 may be storage that can
be easily removed or added to the mobile device 115. For
example, storage such as a disk or module that can be easily
inserted into, and removed from, a corresponding slot or
interface of the mobile device 115 without damaging the
mobile device 115, without disassembling or partially disas-
sembling the mobile device 115, or without the use of tools,
may be considered removable storage 116. Examples of
removable storage 116 include secure digital (“SD”) cards.
Other types of storage may be used.

As described above, users of mobile devices 115 may
download content items 155 from the content item server 150.
Some content items, such as videos and applications, may
take up a large amount of storage space. Because the non-
removable storage 117 is non-removable, after a user has
exhausted the amount of available space of the non-remov-
able storage 117, the user may not download any additional
content items without first deleting some of the content items
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from the non-removable storage 117. In contrast, with remov-
able storage 116, after a user has exhausted the amount of
available space of an SD card, the user can remove the full SD
card and insert a new SD card to use for additional content
items 155. The content items 155 downloaded to the full SD
card can be accessed later by replacing the new SD card with
the full SD card.

While removable storage 116 may offer almost unlimited
storage space to users, because the removable storage 116 is
often readable by personal computers, producers or owners of
the content items 155 sold or provided by the content item
server 150 may make unauthorized copies of the content
items 155 or may redistribute the content items 115 as their
own. For example, SD cards often use popular file systems
such as file allocation table (“FAT”) and extended file alloca-
tion table (“exFAT”), making them easily readable by most
personal computers.

Accordingly, in some implementations, before storing a
downloaded content item 155 on the removable storage 116,
the mobile device 115 may first encrypt the content item 115
using a master key that is unique to the mobile device 115.
The master key may be stored in the non-removable storage
117. The encrypted content items 155 may then be stored in
the removable storage 116. When the user of the mobile
device 115 later accesses an encrypted content item 155 of the
removable storage 116 using the mobile device 115, the key is
retrieved from the non-removable storage 117 and is used to
decrypt the encrypted content item 155. In the event that a
user of the mobile device 115 attempts to access the encrypted
content items 155 stored on the removable storage 116 using
their personal computer, they will be unable to decrypt any of
the encrypted content items 155 without the master key. Such
implementations are described further with respect to FIG. 2,
for example.

While encrypting the stored content items 155 using the
single key as described above may provide some level of
piracy protection, it does not also protect against a scenario
where a user uses a malicious application stored on the
removable storage to provide access to the encrypted content
items. For example, a malicious application stored on the
removable storage 116, in order to access its own stored
application data, would have access to the master key used to
encrypt the content items 155. The malicious application
could then potentially decrypt any of the stored content items
155 and provide them to a third-party. In addition, such a
solution does not provide isolation between applications
because each application may access data associated with any
of'the applications or content items 155 stored on the remov-
able storage 116 using the common master key.

Accordingly, in some implementations, rather than use a
single master key to encrypt all of the content items 155
stored on the removable storage 116, each content item 155
may be encrypted and stored using its own key. The key used
to encrypt a content item 155 may be determined by the
mobile device 115 using an identifier associated with the
content item 155 and the master key.

In such implementations, when the user of the mobile
device 115 later accesses an encrypted content item 155 of the
removable storage 116 using the mobile device 115, the key
corresponding to the encrypted content item 155 is used to
decrypt the encrypted content item 155. Depending on the
particular implementation, the corresponding key may be
stored in the non-removable storage 117, or may not be stored
and instead may be determined as needed by the mobile
device 115 from the master key and the identifier associated
with the particular content item 155. Such implementations
are described further with respect to FIG. 3, for example.
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While using multiple content item specific keys may pro-
vide isolation between applications, it may not provide com-
plete piracy protection for content items 155 such as applica-
tions. For example, typically applications are installed using
multiple folders, such a binary folder than includes source
code data that controls the execution of the application, and a
data folder that includes data used by the application during
execution such as graphics and configuration files. In such
scenarios, a malicious user may move the source code data of
an application from the binary folder to overwrite known data
files in the data folder on the removable storage 116. The
unencrypted source code data may then be accessed using the
application from the data folder and made available to other
users.

Accordingly, to provide additional protection where the
content items 155 are applications, the contents items 155
may be stored with each folder or directory associated with
the content item encrypted using its own key. The key used for
afolder may be determined by the mobile device 115 using an
identifier associated with the content item, an identifier asso-
ciated with the folder, and the master key. Such implementa-
tions are described further with respect to F1G. 4, for example.

FIG. 2 is an illustration of an implementation of a mobile
device 115. As shown, the mobile device 115 comprises a
variety of components including, but not limited to, a file
manager 205, a security manager 210, removable storage
116, non-removable storage 117, and a trusted platform mod-
ule 220. More or fewer components may be supported by the
mobile device 115. The mobile device 115 may be a cellular
phone, laptop, tablet computer, personal media player, or a
portable videogame system. Other types of computers may be
used.

In an implementation, the trusted platform module 220
may comprise a known secure co-processor that is found in
many computing systems. The trusted platform module 220
may provide one or more cryptographic services to the mobile
device 115 including, but not limited to, providing a master
key 221. The master key 221 may be unique to the trusted
platform module 220 and/or the mobile device 115. The mas-
ter key 221 may be stored by the trusted platform module 220
in the non-removable storage 117. The location in the non-
removable storage 117 used to store the master key 221 may
be unavailable to many applications or processes executing
on the mobile device 115. Moreover, the location may be
difficult for malicious users to locate in the event that the
mobile device 115 is disassembled and the non-removable
storage 117 is forcibly removed from the mobile device 115.

Depending on the implementation, the master key 221 may
be sealed by the trusted platform module 220. When the
master key 221 is sealed by the trusted platform module 220,
it is encrypted and can only be decrypted by the trusted
platform module 220. By storing the master key 221 in a
sealed form, even if the master key 221 is recovered by a
malicious user, it will be unusable in the sealed form.

In some implementations, the master key 221 may be a
128-bit advanced encryption standard (“AES”) key. AES is a
symmetric-key encryption algorithm in that the same key
may be used for both encryption and decryption. Other types
of encryption algorithms may be used, such as asymmetric
encryption algorithms. In addition, keys that are larger (or
smaller) than 128-bits may be used.

The file manager 205 may receive file operations 201. The
file operations 201 may include requests to read, write,
rename, or create one or more files on the non-removable
storage 117 or the removable storage 116. The file operations
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201 may be originated by one or more applications executing
on the mobile device 115, or by the operating system of the
mobile device 115.

When the file manager 205 receives a file operation 201,
the file manager 205 may apply one or more filters 215 to the
file operation 201 to determine how to proceed. The filters
215 may each include one or more characteristics that are
matched against file operations 201 and one or more actions
to take with respect to file operations 201 that match the
characteristics. For example, one filter of the filters 215 may
match file operations 201 that are directed to the removable
storage 116, and another of the filters 215 may match file
operations 201 that are directed to the non-removable storage
117. Other types of filters 215 may be used.

When a file operation 201 matches the filter associated
with the removable storage 116, the actions taken by the file
manager 205 may depend on the type of the file operation
201. Where the file operation comprises a request to create or
store a new content item 155 such as an application, the file
manager 205 may request a security descriptor from the secu-
rity manager 210. Depending on the implementation, the
security descriptor may specify the resources or files of the
mobile device 115 that the application may access (e.g., the
camera, GPS, user contacts, etc.) as well as the location or
region of the removable storage 116 that the application may
be stored. The security descriptor may specify if the content
item 155 is to be stored in an encrypted form on the removable
storage 116, as well as the key that will be used to encrypt the
content item 155 (e.g., the master key 221).

For some content items 155, it may not be necessary to
store them in encrypted form. For example, the content item
155 may be a photo created by the user of the mobile device
115, or where the content item 155 is an application, a creator
of the application may not want or require the application to
be stored in an encrypted form. Whether or not the content
item 155 is to be encrypted may be determined based on
metadata associated with the content item 155, and/or based
on a configuration of the mobile device 115.

In some implementations, the security descriptor may
include a unique identifier of the content item 155. The secu-
rity manager 210 may generate the identifier, or the identifier
may already be associated with the content item 155 as meta-
data, for example. Where the content item 155 is an applica-
tion, the identifier of the application may also be known as a
chamber identifier. The security descriptor may be stored by
the security manager 210 in the non-removable storage 117 in
a system registry, for example.

The file manager 205 may receive the security descriptor,
and may determine how to store the content item 155 based on
information included in the security descriptor. If the security
descriptor indicates that the content item 155 is not to be
encrypted, then the file manager 205 may allow the create file
operation 201 to write the content item 155 to the removable
storage 116. In some implementations, the content item 155
may be written to a folder of the removable storage that is
named based on the identifier of the content item 155. In
addition, the folder may be hidden, or may be a subfolder of
a hidden folder that is used to store some or all of the content
items 155 on the removable storage 116.

Ifthe security descriptor indicates that the content item 155
is to be encrypted, the file manager 205 may retrieve the
master key 221 indicated by the security descriptor and may
use the master key 221 to encrypt the content item 155. The
content item 155 may then be stored in the removable storage
116 as described above. Alternatively or additionally, the
trusted platform module 220 may encrypt the content item
155 using the master key 221, and/or may allow the signed
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master key 221 to be used to encrypt the content item 155. The
content item 155 may be stored in a region of the removable
storage 116 as encrypted content item data 225.

Where the file operation 201 is a request to write to the
removable storage 116, the file manager 205 may request the
security descriptor for the application that is requesting to
write to the removable storage 116. If the application does not
have permission or is not authorized, then the file manager
205 may refuse the requested file operation 201.

If the application is authorized, then the file manager 205
may determine if the content item 155 is encrypted. If the
content item 155 is not encrypted, then the file manager 205
may allow the write operation to proceed at the location of the
removable storage 116 associated with the content item 155.
Otherwise, the file manager 205 may retrieve the master key
221 and may facilitate the encryption of the data to be written
by the file operation 201 using the received master key. In an
implementation, the file manager 205 may encrypt the file
using the master key and a logical offset associated with the
data to be written as an initialization vector buffer.

In some implementations, the write file operation 201 may
be associated with a user buftfer. The user buffer may include
the data that is to be written to the removable storage 116.
Rather than overwrite the data in the user buffer with the
encrypted data, the file manager 205 may create a shadow
buffer that is used to encrypt the data. For example, the file
manager 205 may copy the data from the user buffer into the
shadow buffer and may encrypt the data in the shadow buffer.
The encrypted data in the shadow buffer may be copied to the
location of the removable storage 116 associated with the
encrypted content item data 225.

Infile systems such as the FAT and exFAT file systems, data
is typically written in full sectors such as 512 bytes. Where
data to be written is less than a full sector, the file system may
write the unwritten bytes of the sector with zeroes. However,
because the file manager 205 writes data to the removable
storage in encrypted form, the addition of such zeroes to the
already encrypted data may make the stored encrypted data
unreadable. Therefore, in some implementations, where the
data to be written by the file manager 205 is less than a
complete sector, the file manager 205 may expand the data to
a full sector by adding zeroes before encrypting the data. The
encrypted data may be provided to the file system to be
written to the sectors of the removable storage 116.

Where the file operation 201 is a request to read from the
removable storage 116, the file manager 205 may request the
security descriptor for the application that is requesting to
read from removable storage 116. If the application does not
have permission or is not authorized, then the file manager
205 may refuse the requested file operation 201.

If the application is authorized, then the file manager 205
may determine if the content item 155 is encrypted. If the
content item 155 is not encrypted, then the file manager 205
may allow the read operation to proceed at the region or
location of the removable storage 116 associated with the
content item 155. Otherwise, the file manager 205 may
retrieve the master key 221 and may facilitate the decryption
of the data to be read by the file operation 201 using the
received master key.

Similarly as described above for the write file operation,
the read file operation may be associated with a buffer. The
buffer may be empty and ready to receive the decrypted data.
The file manager 205 may place the decrypted data into the
buffer to complete the file operation 201.

In file systems such as FAT and exFAT, typically when
performing read operations, when data is requested that past
the end of file, or EOF, the file systems return zeroes rather
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than the requested data that is beyond the EOF because the
data beyond the EOF may belong to a different process or
user. However, because the data in the sector is encrypted, the
data beyond to the EOF may be part of the encrypted content
item data. Accordingly, to facilitate reading beyond the EOF
and to prevent the returning of zeroes, the file manager 205
may configure the kernel or operating system of the mobile
device 115 so thatthe FAT or exFAT file systems do not return
zeroes when data that data is requested that exceeds the EOF.
Instead, the file systems may be configured to return the
actual data and an indicator of the offset where the file system
would have begun writing zeroes. The file systems may be
configured by setting a bit associated with the kernel, for
example.

As noted above, the implementation described in FIG. 2
directed to encrypting based on a single master key may not
provide adequate protection to content items 155 with respect
to both isolation and piracy. Accordingly, FIG. 3 illustrates an
implementation of the mobile device 115 where instead of
encrypting each content item 155 using the same master key
221 as described above, each content item 155 may be
encrypted using its own associated encryption key. Because
each content item 155 is associated with its own key, a content
item 155, such as an application, cannot use the master key
221, or its own key, to decrypt and access data associated with
a different content item 155 stored on the removable storage
116. As a result, content item isolation is improved and con-
tent item piracy may be reduced.

Similarly as described above for FI1G. 2, when a file opera-
tion 201 that matches the filter 215 associated with the remov-
able storage 116 is received in FI1G. 3, the actions taken by the
file manager 205 may depend on the type of the file operation
201. Where the file operation 201 is a request to create or store
a new content item 155 such as an application, the file man-
ager 205 may request a security descriptor from the security
manager 210 as described above. If the security descriptor
indicates that the content item 155 is to be encrypted, the file
manager 205 may generate a content item key 321 to encrypt
the content item 155 before providing the content item 155 to
the file system to be stored on the removable storage 116.
Alternatively, the security manager 210 may facilitate the
generation of the content item key 321 for the content item
155.

Similarly as the master key 221, the content item key 321
may be a symmetric 128-bit AES key. However, unlike the
master key 221, the content item key 321 may only be used to
encrypt or decrypt the content item 155 that it was generated
for or is associated with. In some implementations, the con-
tent item key 321 may be generated using the master key 321
and the identifier of the content item 155 such as the chamber
identifier.

For example, the content item key 321 may be generated by
combining a hash of the identifier of the content item 155 and
the masterkey 221. The hash may be generated using a variety
of hash functions including SHA-256. Other hash functions
may be used. The content item key 321 may be generated
from the combined hash and master key 221 by taking the
bottom 128-bits as the content item key 321. Other methods
for generating a key, and other sized keys, may be used.

The generated content item key 321 may be used to encrypt
the content item 155, and the encrypted content item data 225
may then be provided by the file manager 205 to the file
system for storage in the removable storage 116. The
encrypted content item data 225 may be stored in a content
item folder 320. Each content item 155 may be associated
with its own content item folder 320. The content item folder
320 used to store the encrypted content item data 225 asso-
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ciated with a content item 155 may be named based on the
identifier of the content item, such as the chamber identifier,
for example.

In some implementations, after the content item key 321 is
used to encrypt the content item 155, the content item key 321
may be discarded. For any subsequent attempts to read or
write to the encrypted content item data 225, the content item
key 321 may be regenerated by the file manager 205 based on
the master key 221 and the identifier of the content item 155
as described above.

Alternatively, in some implementations, rather than dis-
card the content item key 321 after storing the encrypted
content item 225 in the content item folder 320, the file
manager 205 may store the generated content item key 321 in
the non-removable storage 117. For any subsequent attempts
to read or write to the encrypted content item data 225, the
stored content item key 321 may be retrieved from the non-
removable storage 117.

In some implementations, the content item key 321 may be
stored in the non-removable storage 117 in a content item
folder 325. The content item folder 325 used to store the
content item key 321 may have the same name or identifier as
the content item folder 320 used to store the corresponding
encrypted content item data 225 in the removable storage 116.
In addition, a file structure of the content item folders 325
used to store the content item keys 321 on the non-removable
storage 117 may mirror a file structure of the content item
folders 320 used to store the encrypted content item data 225
on the removable storage 116.

While storing the content item keys 321 in the non-remov-
able storage 117 may reduce the computational overhead
associated with generating the content item keys 321, the
presence of the keys 321 on the non-removable storage 117
may allow a malicious user to access the keys 321 by destroy-
ing or disassembling the mobile device 115 to get at the
non-removable storage 117.

Accordingly, in some implementations, instead of storing
content item keys 321 in the non-removable storage 117, the
file manager 205 may store one or more of the content items
keys 321 in a key cache 330. The key cache 330 may be kept
in secure volatile memory of the mobile device 115, so that
the contents of the key cache 330 may be erased whenever the
mobile device 115 is turned off.

In some implementations, each entry in the key cache 330
may include the content item key 321, and an identifier of the
content item 155 that the content item key 321 is associated
with. In addition, each entry may include an identifier of the
content item folder 320 that the corresponding encrypted
content item data 225 is stored in, and/or a copy of the security
descriptor associated with the content item 155.

When either a write file operation or a read file operation is
received by the file manager 205 for a content item 155, the
file manager 205 may determine if there is an entry in the key
cache 330 for the content item 155. If there is, the file manager
205 may retrieve the content item key 321 from the key cache
330 and may use the content item key 321 to fulfill the file
operation 201 using the encrypted content item data 225.

If'there is no entry in the key cache 330 for the content item
155, then the file manager 205 may retrieve the master key
221, and may generate the content item key 321 from the
master key 221 and the identifier of the content item 155 as
described above. The file manager 205 may use the content
item key 321 to fulfill the file operation 201 using the
encrypted content item data 225. An entry for the generated
content item key 321 may be added to the key cache 330.

In some implementations, the key cache 330 may be a fixed
size such as 500 entries. Other sizes may be used. When the
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key cache 330 is full, an entry for a least recently used content
item key 321 may be replaced in the key cache 330. Alterna-
tively, any entry in the content item key cache 330 that is older
than a predetermined age may be periodically flushed from
the key cache 330.

As noted above, the implementation described in FI1G. 3 of
encrypting content items 155 using content item specific keys
may not provide adequate protection to content items 155 that
are applications with respect to both isolation and piracy. For
example, applications are often stored across multiple folders
where one folder is used to store the binary files related to the
application itself, and another folder is used to store the data
used by the application during execution such as user setting
files and graphics. Accordingly, if only one content item
encryption key 321 is used to encrypt both folders, a mali-
cious user may use the content item encryption key 321 to
gain access to the binary files associated with a content item
155. The binary files may then be used to reverse engineer the
binary files and gain access to the source code, for example.

Accordingly, FIG. 4 illustrates an implementation of the
mobile device 115 where instead of encrypting all of a content
item using a single content item key 321, each or some of the
data folders associated with a content item may be encrypted
using its own content item encryption key 321. Because each
folder of a content item is associated with its own content item
key 321, an application using a content item key 321 to read
data from a data folder associated with a content item cannot
also use that content item key 321 to access a binary folder
associated with the content item. As a result, content item
piracy may be further reduced.

Similarly as described above for FIG. 2, in FIG. 4 when a
file operation 201 matches the filter 215 associated with the
removable storage 116, the actions taken by the file manager
205 may depend on the type of the file operation 201. Where
the file operation 201 is a request to create or store a new
content item 155 such as an application, the file manager 205
may request a security descriptor from the security manager
210 as described above.

Ifthe security descriptor indicates that the content item 155
is to be encrypted, the file manager 205 may generate a
content item folder 320 on the removable storage 116 to store
the content item 155. In addition, the file manager 205 may
generate multiple folders within the generated content item
folder 320. In some implementations, the file manager 205
may generate a folder for each folder of a file structure used
by the content item 155. For example, where the content item
155 is an application, the file manager 205 may create a folder
410a that may be used to store binary files related to the
application, and a folder 4105 that may be used to store data
files related to the application. While only two folders are
shown (i.e., folders 410a and 4105) it is for illustration only;
there is no limit to the number of folders that may be created.

After creating the folders 410a, 4105, the file manager 205
and/or the security manager 210, may generate a content item
key 321 for each of the generated folders. Similarly as
described above, the generated content item key 321 may be
a symmetric 128-bit AES key. In some implementations, the
content item key 321 for a folder may be generated using the
master key 321, the identifier of the content item 155, and an
identifier of the folder. For example, the content item key 321
for the folder 410a may be generated by combining a hash of
the identifier of the content item 155 and the identifier of the
folder 4104, and the master key 221.

The generated content item keys 321 may be used to
encrypt the content item 155. The generated content item key
321 for the folder 410a may be used encrypt a first portion of
the content item 155 as encrypted content item data 2254, and
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the generated content item key 321 for the folder 4105 may be
used encrypt a second portion of the content item 155 as
encrypted content item data 2255. The encrypted content item
data 2254 and the encrypted content item data 22556 may be
provided to the file system for storage in the folders 410a and
4105, respectively. In an implementation, where the content
item data 155 is an application, the first portion of the content
item 155 may comprise binary files of the application and the
second portion of the content item 155 may comprise appli-
cation files of the application.

After storing the encrypted content item data 225a and
225b, both of the content item keys 321 may be discarded.
Alternatively, one or both ofthe content item keys 321 may be
added to the key cache 330. Each content item key 321 in the
key cache may be indexed using the identifier of the associ-
ated content item 155, and the identifier of the associated
folder.

When a file operation 201 (such as a read or a write opera-
tion) is received by the file manager 205, the file manager 205
may determine the content item 155 and the folder associated
with the file operation 201. The file manager 205 may use
identifiers of the content item 155 and the folder to either
generate the content item key 321 associated with the content
item 155 and folder, or to retrieve the content item key 321
from the key cache 330. The content items key 321 may be
used by the file manager 205 to facilitate the performance of
the file operation 201.

FIG. 5 is an illustration of an implementation of an exem-
plary method 500 for fulfilling a request to perform a read
operation. The method 500 may be implemented by the
mobile device 115, for example.

A request to read data is received at 501. The request is
associated with a content item 155 and may comprise a read
file operation 201. The request may be received by the file
manager 205 of the mobile device 115 from an application or
operating system executing on the mobile device 115. The
request may be to read encrypted content item data 225 stored
on removable storage 116. The removable storage 116 may
comprise an SD card, and may be formatted using a file
system such as FAT or exFAT. Other file systems may be
supported. Depending on the implementation, the request
may match one or more filters 215 associated with the remov-
able storage 116.

A determination as to whether the request is authorized is
made at 503. Whether the request is authorized may be deter-
mined by the file manager 205 by determining if the requestor
of the data is authorized to read the data. In some implemen-
tations, the file manager 205 may make the determination
using a security descriptor provided by the security manager
210, for example. If the request is not authorized, then the
method 500 may continue at 505 where the request is denied
by the file manager 205. If the request is authorized, then the
method 500 may continue at 507.

A decryption key is determined at 507, by the file manager
205 for example. The decryption key may be a 128-bit AES
symmetric key. Other keys may be used. In implementations
where a single master key 221 is used to decrypt all content
items 155, the master key 221 may be retrieved from the
non-removable storage 117, and/or retrieved from the trusted
platform module 220 or the security manager 210. The master
key 221 may be sealed by the trusted platform module 220,
for example.

In some implementations, the master key 221 may be
backed up and restored to the cloud storage 190 so that the
content stored on the removable storage 116 can be accessed
in the event of a hardware failure on its non-removable stor-
age 117. For example, if the mobile device 115 were to
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experience a hardware failure, the removable storage 116
may be placed in a new replacement mobile device 115, and
the master key 221 may be restored from the backup in the
cloud storage 190. The backup/restore of the master key 221
with the cloud storage 190 may be tied to a username/pass-
word or some other identification unique to the user of the
device 115. The master key 221 may be exchanged with the
cloud storage 190 using encryption to prevent someone from
being able to uncover the master key 221 before it was
restored on the replacement mobile device 115.

In implementations where a different content item key 321
is used to decrypt each content item 155, the content item key
321 corresponding to the content item 155 associated with the
request to read data may be determined by the file manager
205. Depending on the implementation, the content item key
321 may be determined by retrieving the content item key 321
from a content item folder 325 on the non-removable storage
117, or may be generated using the master key 221 and an
identifier of the content item 155 and/or an identifier of a
location or folder where the content item 155 is stored on the
removable storage 116.

Alternatively, the file manager 205 may check if the con-
tent item key 321 is stored in a key cache 330, and if so, may
use the content item key 321 from the key cache 330. If not,
the file manager 205 may determine the content item key 321
as described above.

Data associated with the content item is decrypted at 509.
The encrypted content item data 225 associated with the
content item 155 is retrieved from the removable storage 116
by the file system and decrypted using, depending on the
implementations, the master key 221 or the content item key
321. The decrypted data is provided at 511. The decrypted
data may be provided by the file manager 205 to the applica-
tion that originated the request. If the encrypted data was
padded with zeroes when it was written to the removable
storage 116 then the padding zeroes are removed from the
content before it is delivered to the requesting application.

FIG. 6 is an illustration of an implementation of an exem-
plary method 600 for fulfilling a request to perform a write
operation. The method 600 may be implemented by the
mobile device 115, for example.

A request to write data is received at 601. The request is
associated with a content item 155 and may comprise a write
file operation 201. The request may be received by the file
manager 205 of the mobile device 115 from an application or
operating system executing on the mobile device 115. The
request may be to write to encrypted content item data 225
stored on removable storage 116.

A determination as to whether the request is authorized is
made at 603. Whether the request is authorized may be deter-
mined by the file manager 205 by determining if the requestor
is authorized to write the data. In some implementations, the
file manager 205 may make the determination using a security
descriptor provided by the security manager 210, for
example. If the request is not authorized then the method 600
may continue at 605 where the request is denied by the file
manager 205. If the request is authorized, then the method
600 may continue at 607.

An encryption key is determined at 607. The encryption
key is determined by the file manager 205. In implementa-
tions where the a single master key 221 is used to encrypt all
content items 155, the master key 221 may be retrieved from
the non-removable storage 117, and/or retrieved from the
trusted platform module 220 or the security manager 210.

In implementations where a different content item key 321
is used to encrypt each content item 155, the content item key
corresponding to the content item 155 associated with the



US 9,405,925 B2

13

request to write data may be determined by the file manager
205. Depending on the implementation, the content item key
321 may be either determined by retrieving the content item
key 321 from a content item folder 325 on the non-removable
storage 117, or may be generated using the master key 221
and an identifier of the content item 155.

Alternatively, the file manager 205 may check if the con-
tent item key 321 is stored in a key cache 330, and if so, use the
content item key 321 from the key cache 330. If not, the file
manager 205 may determine the content item key 321 as
described above.

Data associated with the content item is encrypted at 609.
The data may be encrypted by the file manager 205. The
request to write data may specify a buffer that includes the
data to be written. The file manager 205 may encrypt the data
in the buffer using, depending on the implementation, either
the master key 221 or the content item key 321. In some
implementations, the file manager 205 may copy the data
from the specified buffer to a shadow buffer, and may encrypt
the data in the shadow buffer. The data may be padded with
zeroes before it is encrypted if necessary.

The encrypted data is stored at 611. The encrypted data
may be stored by the file system as the encrypted content item
data 225 on the removable storage 116. Depending on the
implementation, the encrypted content item data 225 may be
stored in a content item folder 320. The content item folder
320 may be a hidden folder, for example. Depending on the
implementation, the generated content item key 321 may be
added to the key cache 330.

FIG. 7 is an illustration of an implementation of an exem-
plary method 700 for installing an application on removable
storage, such as the removable storage 116. The method 700
may be implemented by the mobile device 115, for example.

A request to install an application in removable storage is
received at 701. The request may comprise a file operation
201 and may be received by the file manager 205 of the
mobile device 115. The application may be associated with an
application identifier. The application identifier may be asso-
ciated with the application (e.g., as metadata), or may be
assigned to the application by the file manager 205.

Because the request is to install an application on the
removable storage 116, the request may match a filter 215
associated with the removable storage 116. The application
may comprise an example of a content item 155. While the
method 700 is described with respect to content items that are
applications, it may be applicable to all content items 155
such as image, music, and video content items.

A first folder and a second folder are created at 703. The
first folder 410a and the second folder 4105 may be created by
file manager 205 on the removable storage 116. The file
manager 205 may create the folders as instructed by an appli-
cation installer. More or fewer folders may be created by the
file manager 205. In some implementations, the folders may
correspond to folders used by the application to organize the
data associated with the application. For example, the first
folder 410a may be used to hold binary data related to the
application such as source code, and may correspond to a
binary folder of the application. Similarly, the second folder
4015 may be used to hold application data related to the
application such as graphics or configuration files and may
correspond to a data folder of the application.

The folders 410a and 4105 may be created within a content
item folder 320 used to store all of the data associated with the
application. The content item folder 320 and the folders 410a
and 4105 may be associated with identifiers.

A first key is generated at 705. The first key may be gen-
erated for encrypting the data to store in the first folder 410a.

10

15

20

25

30

35

40

45

50

55

60

65

14

The first key may be generated by the file manager 205 using
the master key 221 associated with the trusted platform mod-
ule 220. In some implementations, the first key may be cre-
ated by combining the master key 221 with a hash of the
identifier of the application and/or the identifier of the first
folder 410qa. Other methods for generating a key may be used.

A second key is generated at 707. The second key may be
generated for encrypting the data to store in the second folder
4105. The second key may be generated by the file manager
205 using the master key 221 associated with the trusted
platform module 220. Similarly as the first key, the second
key may be created by combining the master key 221 with a
hash of the identifier of the application and/or the identifier of
the second folder 4105. The first and second keys may be
128-bit AES symmetric encryption keys. Other key sizes and
types may be used.

A first portion of data associated with the application is
encrypted at 709. The first portion of data may be encrypted
by the file manager 205 using the first key. The first portion of
data may be encrypted as the encrypted content item data
225a. A second portion of data associated with the application
is encrypted at 711. The second portion of data may be
encrypted by the file manager 205 using the second key. The
second portion of data may be encrypted as the encrypted
content item data 2255.

The encrypted first portion of data is stored in the first
folder at 713. The encrypted first portion may be stored in the
folder 4104 by the file manager 205. The encrypted second
portion of data is stored in the second folder at 715. The
encrypted second portion may be stored in the folder 4105 by
the file manager 205. Depending on the implementation, the
first and second keys may be added to the key cache 330.

FIG. 8 shows an exemplary computing environment in
which example embodiments and aspects may be imple-
mented. The computing system environment is only one
example of a suitable computing environment and is not
intended to suggest any limitation as to the scope of use or
functionality.

Numerous other general purpose or special purpose com-
puting system environments or configurations may be used.
Examples of well known computing systems, environments,
and/or configurations that may be suitable for use include, but
are not limited to, personal computers (PCs), server comput-
ers, handheld or laptop devices, multiprocessor systems,
microprocessor-based systems, network PCs, minicomput-
ers, mainframe computers, embedded systems, distributed
computing environments that include any of the above sys-
tems or devices, and the like.

Computer-executable instructions, such as program mod-
ules, being executed by a computer may be used. Generally,
program modules include routines, programs, objects, com-
ponents, data structures, etc. that perform particular tasks or
implement particular abstract data types. Distributed comput-
ing environments may be used where tasks are performed by
remote processing devices that are linked through a commu-
nications network or other data transmission medium. In a
distributed computing environment, program modules and
other data may be located in both local and remote computer
storage media including memory storage devices.

With reference to FIG. 8, an exemplary system for imple-
menting aspects described herein includes a computing
device, such as computing device 800. Computing device 800
depicts the components of a basic computer system providing
the execution platform for certain software-based functional-
ity in accordance with various embodiments. Computing
device 800 can be an environment upon which a client side
library, cluster wide service, and/or distributed execution
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engine (or their components) from various embodiments is
instantiated. Computing device 800 can include, for example,
a desktop computer system, laptop computer system or server
computer system. Similarly, computing device 800 can be
implemented as a handheld device (e.g., cellphone, smart
phone, tablet etc.). Computing device 800 typically includes
at least some form of computer readable media. Computer
readable media can be a number of different types of available
media that can be accessed by computing device 800 and can
include, but is not limited to, computer storage media.

In its most basic configuration, computing device 800 typi-
cally includes at least one processing unit 802 and memory
804. Depending on the exact configuration and type of com-
puting device, memory 804 may be volatile (such as random
access memory (RAM)), non-volatile (such as read-only
memory (ROM), flash memory, etc.), or some combination of
the two. This most basic configuration is illustrated in FIG. 8
by dashed line 806.

Computing device 800 may have additional features/func-
tionality. For example, computing device 800 may include
additional storage (removable and/or non-removable) includ-
ing, but not limited to, hard disks, and SD cards. Such addi-
tional storage is illustrated in FIG. 8 by removable storage
808 and non-removable storage 810.

Computing device 800 typically includes a variety of com-
puter readable media. Computer readable media can be any
available media that can be accessed by device 800 and
includes both volatile and non-volatile media, removable and
non-removable media.

Computer storage media include volatile and non-volatile,
and removable and non-removable media implemented in any
method or technology for storage of information such as
computer readable instructions, data structures, program
modules or other data. Memory 804, removable storage 808,
and non-removable storage 810 are all examples of computer
storage media. Computer storage media include, but are not
limited to, RAM, ROM, electrically erasable program read-
only memory (EEPROM), flash memory or other memory
technology, CD-ROM, digital versatile disks (DVD) or other
optical storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices, or any other
medium which can be used to store the desired information
and which can be accessed by computing device 800. Any
such computer storage media may be part of computing
device 800.

Computing device 800 may contain communication con-
nection(s) 812 that allow the device to communicate with
other devices and/or networks. The connections 812 may
include Wi-Fi, cellular, Bluetooth, CDMA, GSM, etc. Com-
puting device 800 may also have input device(s) 814 such as
akeyboard, capacitive display, pen, voice input device, touch
input device, etc. Output device(s) 816 such as a capacitive
display, speakers, etc. may also be included. Computing
device 800 may also receive data from one or more sensors
817. The sensor(s) 817 such accelerometers, global position-
ing systems, proximity sensors, gyroscopes, etc. All these
devices and sensors are well known in the art and need not be
discussed at length here.

It should be understood that the various techniques
described herein may be implemented in connection with
hardware or software or, where appropriate, with a combina-
tion of both. Thus, the methods and apparatus of the presently
disclosed subject matter, or certain aspects or portions
thereof, may take the form of program code (i.e., instructions)
embodied in tangible media, such as floppy diskettes, CD-
ROMs, hard drives, or any other machine-readable storage
medium where, when the program code is loaded into and
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executed by a machine, such as a computer, the machine
becomes an apparatus for practicing the presently disclosed
subject matter.

Although exemplary implementations may refer to utiliz-
ing aspects of the presently disclosed subject matter in the
context of one or more stand-alone computer systems, the
subject matter is not so limited, but rather may be imple-
mented in connection with any computing environment, such
as a network or distributed computing environment. Still fur-
ther, aspects of the presently disclosed subject matter may be
implemented in or across a plurality of processing chips or
devices, and storage may similarly be effected across a plu-
rality of devices. Such devices might include personal com-
puters, network servers, and handheld devices, for example.

Although the subject matter has been described in lan-
guage specific to structural features and/or methodological
acts, it is to be understood that the subject matter defined in
the appended claims is not necessarily limited to the specific
features or acts described above. Rather, the specific features
and acts described above are disclosed as example forms of
implementing the claims.

What is claimed:
1. A method comprising:
receiving, from an operating system, a request to read
encrypted data associated with a content item by a file
manager executed by a mobile device, the encrypted
data stored in removable storage of the mobile device;

determining whether the request to read the encrypted data
is authorized by the mobile device;

based at least on a determination that the request to read the

encrypted data is authorized, determining a key associ-
ated with the content item by the mobile device, the key
stored in a region of non-removable storage of the
mobile device, wherein determining the key associated
with the content item comprises determining the region
ofthe non-removable storage associated with the mobile
device, and retrieving the key from the region of the
non-removable storage associated with the mobile
device;

decrypting the encrypted data associated with the content

item using the key by the mobile device to generate
decrypted data; and

providing the decrypted data to the operating system by the

file manager executed by the mobile device.

2. The method of claim 1, wherein the removable storage
comprises a secure digital card.

3. The method of claim 1, wherein the encrypted data is
stored on the removable storage in at least one of the file
allocation table system or extended file allocation table file
system.

4. The method of claim 1, wherein the content item com-
prises one or more of an application, a video content item, or
an audio content item.

5. The method of claim 1, wherein determining a key
associated with the content item comprises determining a
master key associated with the mobile device and determin-
ing the key associated with the content item based on the
master key and an identifier associated with the content item.

6. The method of claim 5, wherein the master key is signed
by a trusted platform module associated with the mobile
device.

7. The method of claim 1, wherein determining a key
associated with the content item comprises retrieving the key
from a cache associated with the content item using an iden-
tifier associated with the content item.
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8. A method comprising:

receiving, from an operating system, a request to read
encrypted data associated with a content item by a file
manager executed by a mobile device, the encrypted
data stored in removable storage of the mobile device;

determining a key associated with the content item by the
mobile device, the key stored in a region of non-remov-
able storage of the mobile device, wherein determining
the key associated with the content item comprises
determining the region of the non-removable storage
associated with the mobile device, and retrieving the key
from the region of the non-removable storage associated
with the mobile device;

decrypting the encrypted data associated with the content

item using the key by the mobile device to generate
decrypted data; and

providing the decrypted data to the operating system by the

file manager executed by the mobile device.

9. The method of claim 8, wherein the removable storage
comprises a secure digital card.

10. The method of claim 8, wherein the encrypted data is
stored on the removable storage in at least one of the file
allocation table system or extended file allocation table file
system.

11. The method of claim 8, wherein the content item com-
prises one or more of an application, a video content item, or
an audio content item.

12. The method of claim 8, wherein determining a key
associated with the content item comprises determining a
master key associated with the mobile device and determin-
ing the key associated with the content item based on the
master key and an identifier associated with the content item.

13. The method of claim 12, wherein the master key is
signed by a trusted platform module associated with the
mobile device.
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14. The method of claim 8, wherein determining a key
associated with the content item comprises retrieving the key
from a cache associated with the content item using an iden-
tifier associated with the content item.

15. A system comprising:

removable storage;

non-removable storage; and

a file manager configured to:

receive a request to read encrypted data associated with
a content item, the data stored in the removable stor-
age;

determine whether the request to read the encrypted data
is authorized;

based at least on a determination that the request to read
the encrypted data is authorized, determine a key
associated with the content item, the key stored in the
non-removable storage, wherein determining the key
associated with the content item comprises determin-
ing the region of the non-removable storage, and
retrieving the key from the region of the non-remov-
able storage;

decrypt the encrypted data associated with the content
item using the key to generate decrypted data; and

provide the decrypted data.

16. The system of claim 15, wherein the removable storage
comprises a secure digital card.

17. The system of claim 15, wherein the content item is one
or more of an application, a video content item, or an audio
content item.

18. The system of claim 15, wherein the system comprises
at least one of a cell phone or a tablet computer.

#* #* #* #* #*



